[image: ]
Data Protection                        
UK General Data Protection Regulation (GDPR) 

The Data Protection Act means that, by law, everyone working at BRASS must keep personal data secure and accurate. This duty is also required by current UK data protection laws, specifically the UK General Data Protection Regulation (UK GDPR) and the Data Protection Act 2018.

What is personal data? 
Any information relating to an identifiable living person (e.g.  clients, volunteers or staff), such as:
• name, address, date of birth, national insurance or passport number
• details of employment, disciplinary record
• academic record 
• medical details (classified as Special Category Data requiring extra protection)
• financial details 
•  digital identifiers such as IP addresses and online account information 
•  and any other data, such as information on ethnicity, religion, belief, etc.



What do I need to do? 
It is the responsibility of everyone who works at BRASS to make sure that personal data is kept secure and confidential. Please help us keep your personal data and the personal data of others safe. If you ever find personal data: 
• left unattended on desks 
• on unmanned computer screens 
• on office floors, in corridors or other public places 
• in open filing cabinets 
• in waste bins 
• in skips 
Or find any memory sticks, data CDs or laptops unattended at BRASS
Please don’t ignore! 
[bookmark: _Hlk232333794]Using BRASS’s internal Data Breach Reporting Procedure, bring this to the attention of the Data Leads immediately and keep the contents confidential. The Data Breach Reporting Procedure appears at the end of this document, which also lists the Data Leads.  
All data breaches will be checked and, if serious, reported to the Information Commissioner’s Office (ICO) within 72 hours.

Further information on Data Protection can be found on the ICO’s official website:  https://ico.org.uk/for-organisations/ 

Top five tips from the Information Commissioner’s Office for small and medium sized charities and third sector organisations

Tell people what you are doing with their data
People should know what you are doing with their information and who it will be shared with. This is a legal requirement (as well as established best practice) so it is important you are open and honest with people about how their data will be used. Provide clear privacy policy notices at the point data is collected. Example of a privacy statement to clients: ‘Personal data is collected only for internal record-keeping. It will be stored securely and will not be shared externally unless required by law.’

Make sure your staff are adequately trained 
New employees must receive data protection training to explain how they should store and handle personal information. Refresher training should be provided at regular intervals for existing staff. Training will be documented as part of staff records.  

Use strong passwords
There is no point protecting the personal information you hold with a password if that password is easy to guess. Passwords must meet BRASS’s Password and IT Security Standard: All passwords should contain upper and lower case letters, a number and ideally a symbol. This will help to keep your information secure from would-be thieves.

Encrypt all portable devices
Make sure all portable devices – such as memory sticks and laptops – used to store personal information are encrypted. 

Only keep people’s information for as long as necessary
Make sure your organisation has established retention periods in place and set up a process for deleting personal information once it is no longer required. Follow your organisation’s Data Retention timeline/policy to dispose of the data when no longer needed securely. 
Data Protection Policy For Those Under the Age of 18
We do occasionally have asylum seekers under the age of 18 attending English and maths classes here, and very occasionally attending drop in advice sessions.
We do encourage some under 18 to attend and participate in social activities.
We have a legal basis for keeping drop in advice data and do not need consent.
We do need consent for all other records kept and contacts made to them.
If over 13 they can give their consent.
The under 13 are looked after by Social Workers from the Borough Council and also Caseworkers in the property where they are housed. Consent will be sought from their Social Worker or Caseworker, or the local authority holding parental responsibility. It will be ensured that safeguarding duties are met and that only essential data about children is collected. 
As stated above, essential data/information will only be added to our database with permission from a parent, guardian, or other responsible adult.
The essential data is limited to:
· First letter of the child's first name
· First letter of the child's surname
· Date of birth
· Postcode
· A note linking the child to their parent or guardian's record
We may also add relevant notes and records about the support, activities, or services the child receives.



Data protection principles – the 8 principles

The Data Protection Act lists the data protection principles in the following terms:
[While data laws have changed from the original 8 rules to the modern 6+1 UK GDPR principles, the core goal remains the same: keeping data safe and private. BRASS will continue to adopt and follow the 8 principles.]
Personal data shall be processed fairly and lawfully. You must:
have legitimate grounds for collecting and using the personal data;
not use the data in ways that have unjustified adverse effects on the individuals concerned;
be transparent about how you intend to use the data, and give individuals appropriate privacy notices when collecting their personal data;
handle people’s personal data only in ways they would reasonably expect;
make sure you do not do anything unlawful with the data; and
(in short) processing personal data must be based on one of the lawful bases under UK GDPR, such as consent, legitimate interests, or legal obligation.

Personal data shall be obtained only for one or more specified and lawful purposes, and shall not be further processed in any manner incompatible with that purpose or those purposes. You must:
be clear from the outset about why you are collecting personal data and what you intend to do with it;
comply with the Act’s fair processing requirements – including the duty to give privacy notices to individuals when collecting their personal data. Comply with what the Act says about notifying the Information Commissioner;
ensure that if you wish to use or disclose the personal data for any purpose that is additional to or different from the originally specified purpose, the new use or disclosure is fair; and
· document personal data’s lawful purposes within BRASS’s Record of Processing Activities, as required under UK GDPR.

Personal data shall be adequate, relevant and not excessive in relation to the purpose or purposes for which they are processed. You should ensure that:
· you hold personal data about an individual that is sufficient for the purpose you are holding it for in relation to that individual; and
· you do not hold more information than you need for that purpose.

Personal data shall be accurate and, where necessary, kept up to date.
To comply with these provisions you should:
· take reasonable steps to ensure the accuracy of any personal data you obtain;
· ensure that the source of any personal data is clear;
· carefully consider any challenges to the accuracy of information; and
· consider whether it is necessary to update the information.
Personal data processed for any purpose or purposes shall not be kept for longer than is necessary for that purpose or those purposes. You will need to:
review the length of time you keep personal data;
consider the purpose or purposes you hold the information for in deciding whether (and for how long) to retain it;
securely delete information that is no longer needed for this purpose or these purposes; 
update, archive or securely delete information if it goes out of date; and
ensure your retention periods are detailed in the Data Retention Policy. 
Personal data shall be processed in accordance with the rights of data subjects under this Act.  The rights of individuals (under UK GDPR) are:
a right of access to a copy of the information comprised in their personal data;
a right to object to processing that is likely to cause or is causing damage or distress;
a right to prevent processing for direct marketing;
a right to object to decisions being taken by automated means;
a right in certain circumstances to have inaccurate personal data rectified, blocked, erased or destroyed; 
a right to claim compensation for damages caused by a breach of the Act; and
provide clear guidance to individuals on how to exercise these rights, including Subject Access Requests (SAR), that is, when someone asks BRASS for a copy of their personal data. For SAR, you must provide the data free of charge within 1 month. The data can be requested by text, email, or verbally. You must verify their identity first and cross out (redact) anyone else’s names before sharing the files.
Appropriate technical and organisational measures shall be taken against unauthorised or unlawful processing of personal data and against accidental loss or destruction of, or damage to, personal data. You will need to:
design and organise your security to fit the nature of the personal data you hold and the harm that may result from a security breach;
be clear about who in your organisation is responsible for ensuring information security;
make sure you have the right physical and technical security, backed up by robust policies and procedures and reliable, well-trained staff;
be ready to respond to any breach of security swiftly and effectively; and
have IT Security Procedures and Access Control Policies. 
International transfers must comply with UK GDPR rules on ‘restricted transfers’, including adequacy regulations or appropriate safeguards. 

BRASS’s internal Data Breach Reporting Procedure 
A data breach occurs when personal information is lost, stolen, or sent to the wrong person (such as emailing the wrong spreadsheet). If this happens, follow these four steps immediately:
1 - Stop it from getting worse
Do what you can right away to lock things down. If you sent an email to the wrong person, ask them to delete it. If a laptop is stolen, report it to the BRASS IT provider so they can lock it remotely.
2 - Tell the Data Lead immediately
Do not wait. Report the slip-up to the Data Leads, Sharifullah Dorani or Susannah Spyropoulos, right away. Tell them:
· What happened?
· Whose information was involved?
· How many people are affected?
3 - Check the risk
The Data Leads will look at how serious it is.
· If it is low risk, it must be written in our internal log.
· If it is high risk, according to the law, it must be reported to the ICO within 72 hours.
4 - Tell the people affected (if deemed necessary)
If the mistake puts people at risk of fraud, identity theft, or serious distress, we must contact them directly, tell them what happened, and help them protect themselves.
Remember: It is always better to report a mistake immediately than to try to hide it. Quick action protects our service users and the charity.
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